COLLEGE OF CENTRAL FLORIDA

JOB DESCRIPTION OUTLINE

JOB TITLE: INFORMATION SECURITY MANAGER
PAY GRADE: T-5
OVERTIME STATUS: EXEMPT

MAJOR RESPONSIBILITY:

Manage the daily operations of and respond to threat indicators or incidents with Security
Operations Center (SOC) software and tools.

At the College of Central Florida, our vision is “To be the first choice for quality higher education
in our community.” We aim to accomplish this by providing a caring and exceptional learning
environment that fosters the success of our students and community. Candidates considering
becoming part of the CF family must be able to embrace and model this philosophy in their
day-to-day responsibilities and demonstrate our standards: professional, responsive, informative,
dependable, and engaged.

PREREQUISITES FOR POSITION (Qualification Standards):

1. Education or Training: An Associate degree or equivalent; and/or 5 years related
experience and/or training; or equivalent combination of education and experience.
At least 1 of the following Microsoft Certifications: MTA, MCSE, MCSA or MCITP
At least 1 of the following or equivalent: CompTIA Security+, GIAC Security Essentials,
CEH, CISSP, CISM.

2. Years of experience in the field: A minimum of five years of work experience in software
security systems management is required; three years of server, data loss prevention, and
network experience are preferred.

3. Special skills or abilities related to the position: Ability to demonstrate and apply
understanding of the following: web content filters/proxies, email security capabilities,
IDS, IPS, SIEM, DNS security practices, advanced log analysis, network monitoring,
network flow analysis, packet capture analysis, network proxies, firewalls, anti-virus
capabilities, Linux/UNIX command line, and access control lists.

ESSENTIAL JOB FUNCTIONS:

Manage the daily operations of and respond to threat indicators or incidents with Security
Operations Center (SOC) software and tools including but not limited to:

Anti-virus

e Vulnerability management
e Infrusion Detection and Prevention System (IDS, IPS)
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ESSENTIAL JOB FUNCTIONS (continued):

Anti-virus (continued)

e Security Incident and Event Monitoring (SIEM)

e Dataloss prevention (DLP)

e Intrusion Detection/Prevention Systems (IDS/IPS)

e Threat intelligence systems

e Perform threat and vulnerability assessments to ensure that systems are protected

from known and potential threats (data center, cloud, network, server/desktop,
etc.)

e Research detected threats and evaluate for additional IOCs via malware analysis,
sandboxing, VirusTotal, etc. for further investigation and mitigation.

e Review new and existing system designs for compliance with security standards
and best practices.

e Research, recommend, evaluate, and implement cyber security solutions that
identify and/or protect against potential threats and respond to security incidents.

o Stay informed about current and emerging threats to general technology and
specific threats to the Villages or its customers through research and testing.

o Develop methods of proactively detecting/mitigating threats using threat
intelligence, honeypots/traps, IDS, etc.

e Test and recommend new tools and security products.

e Review, recommend & implement Active Directory Group Policy Security Best
Practices.

e Work closely with the Network division to monitor and investigate security-related
issues originating from Network division tools or reviews.

e Work closely with the Security & Compliance Administrator to achieve cohesive
forensic analysis and incident reporting.

Incident Response

Provide 24x7 access for incident response, including log review, data collection, SOC
tool research, and forensic capture of system information.

Work with law enforcement, as required, to meet submission or reporting
requirements.

Communicate with legal representatives of customers when required.

Provide post-incident security reports detailing available information concerning the
attack, possible avenues of compromise, remediation actions, and any
recommendations for preventing future attacks of a similar nature.

Provide Tier Il support to our Server Operations Engineers and Field Engineers.
Requires use of our current ticketing system to keep track of work items, SLA, priorities,
documentation of work performed, and follow-up with our customers.
Communicate with appropriate people using the most effective medium whenever
there is an issue or possible outage of service. This includes noftification when an issue
or outage has been resolved.

Advises the Director of Server Operations of any issues that affect our delivery of
services to our customers promptly.

Performs other duties as assigned by the Director of Server Operations.

(These essential job functions are not fo be construed as a complete statement of all duties performed.)
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PHYSICAL DEMANDS:

The physical demands described here are representative of those that must be met by an
employee to successfully perform the essential functions of this job. Reasonable
accommodation may be made to enable individuals with disabilities to perform essential
functions.

e Acceptable eyesight (with or without correction)

e Acceptable hearing (with or without a hearing aid)

e Ability to clearly communicate both orally and in writing on a telephone and on a
computer for extended periods.

e Roufinely requires sitting at a desk and viewing a display screen for extended periods

e Ability to access, input, and retrieve information from a computer or other electronic
device

¢ Routinely requires Moderate (up to 100 pounds) liffing and carrying

e Routinely requires Walking, Standing, Sitting, Kneeling, Stooping, Reaching-up, Twisting
and Bending.

ENVIRONMENTAL CONDITIONS

e Works in an office environment.
e May require work at satellite locations.

(Reasonable accommodations will be made for otherwise qualified individuals with a disability.)

PRIMARY LOCATION OF JOB: OCALA CAMPUS, BLDG. 2

SUPERVISOR OF POSITION: ASSOCIATE VICE PRESIDENT OF INFORMATION TECHNOLOGY
OR DESIGNATED SUPERVISOR UPON HIRE
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