FROM

* An email coming from an ¢« 0 0 B
unknown address. > From:

* You know the sender (or the —_ »To
organization), but the email is — Date:
unexpected or out of character. Subject:

10 Hi Judy,

* You were copied on an email and
you don't know the other people
it was sent to.

DATE

* You receive an email that you
would usually get during normal
business hours, but it was sent
at3:00 a.m.

attachment.

hr@yourorganization.cnet
judy@yourorganization.net
Tuesday, December 3:00 AM
Urgent Notice -«

SUBJECT

* The subject line of an email is
irrelevant or doesn’t match the
message content.

* |t's an email about something

o b e J

Now that our new CFO has been selected and starting
soon, I'm asking everyone to fill out this quick survey
so all the accounting functions can be captured. It
should take you only few minutes. Must be completed
by the end of the day.

Click here to take the [Survey] or download the

A

HYPERLINKS

* There are misspellings in the link.

* The email contains hyperlinks
asking you to take an action.

* When you hover your cursor over
the link, the link address is for a
different website.

Your CEO

Thanks in advance for your cooperation!
— https://survey-monkee.com/

Thanks so much. This really helps me out!

you never requested or a
— receipt for something you
never purchased.

CONTENT

* The sender is asking you to click
on a link or open an attachment.

¢ The email is asking you to look
at a compromising or
embarrassing picture of
yourself or someone you know.

* You have an uncomfortable
feeling, or it just seems odd or
illogical.

ATTACHMENTS

* Any attachment you
receive that you aren't
expecting.

o
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Phishing Email Warning Signs

Phishing is when a cybercriminal uses an email to trick you into
giving them private information or taking a dangerous action.
The consequences for falling for a phishing attack can be
catastrophic to you and to the college.

Protect yourself and the College of Central Florida by learning
to track down these signs of phishing emails!

e  Mysterious Messages—Phishing emails often appear to
come from someone you know or trust, but they can also
come from an unknown sender. Always check the sendet’s
email address and make sure it matches the trusted
source’s email address. All official communications
from the college will have a cf.edu domain, with very
few exceptions. Be especially cautious of emails with
a banner stating it’s from an external source.

e  Urgent Demands—Phishing messages often direct you
to take action immediately, implying that something
negative will happen if you don’t. These messages are
meant to get you to react before you think.. Always stop
and think before taking an action. Does the request
make sense?

e  Sneaky Links—One of the most common signs of
phishing is the request to open an unexpected link or
attachment that can be used to steal your login info or
other data. Never open links or attachments from
unknown or suspicious senders. If you need to sign in
to a website, go directly to the known, legitimate
address.

College of Central Florida does not discriminate against any person on the basis of race, color, ethnicity, religion, sex, pregnancy,
age, marital status, national origin, genetic information, sexual orientation, gender identity, veteran status or disability status in its
programs, activities and employment. For inquiries regarding nondiscrimination policies contact Dr. Mary Ann Begley, Title IX Coordi-
nator, Ocala Campus, Building 3, Room 116, 3001 S.W. College Road, 352-291-4410, or compliance@cf.edu.

Before taking an action, stop, look, and think!

If you can answer yes to any of the following, you should take
steps to confirm that the request is legitimate before taking any
action:

e Did the message arrive unexpectedly?

e s it the first time the sender has asked you to perform the
requested action?

e Does the request include a stressor, such as “you need to
do this now””?

e Can performing the request harm your interests?

You are our first line of defense against cybercriminals! Stay
vigilant and help us to keep our learning environment focused
on providing the best possible outcomes to our students and
staff.

Thank you,

Jason A. Gritfis

Information Security Manager
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